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SeEND WoRD Now INFORMATION SECURITY

Data Centers

Send Word Now data centers are located in top-tier colocation facilities. Each hosting location provides
extensive physical security. Onsite security guards are present 24/7, supplementing both indoor and outdoor
security monitoring. Access to a facility requires a valid photo ID and inclusion on the list of authorized
personnel for that facility. Biometric hand scans are required for entry to a facility; they limit hosting customers
from moving from one co-location area to another within the facility. Closed circuit cameras monitor and
record every area within the facilities. Customer equipment within the hosting facilities is either in a locked
cage or a locked cabinet. The hosting provider keeps all keys to cages and cabinets; customers do not have
copies of the keys. As a result, only Send Word Now personnel have either physical or logical access to Send
Word Now resources.

Power is provided by dual municipal power feeds entering the building at different points. The facilities’ UPS
(uninterruptible power supply) is comprised of parallel strings of batteries or fly-wheel technology that are
in-ine with the main power for instantaneous power in the event of municipal power failure. Additionally, the
facilities have at least N+1 diesel generators capable of handling the full load of the facility. The generators
are supplied by tanks capable of keeping the generators running at full load for 48 hours with active refuel
contracts in place.

The entire facility is designed for 100% uptime and provides for 100% uptime in the applicable service level
agreement. In the event of a geographical disaster, Send Word Now also maintains a fully functional disaster
recovery site.

Network

The network is built on industry standard Cisco technology. The
network is a fully meshed standard DMZ (demilitarized zone) design
compartmentalizing Internet-facing devices to a restricted part of
the network. Any devices communicating to or from the Internet
reside in the DMZ and have tightly controlled ACLs (access control
lists) to limit communications with other parts of the network.

ACLs are written following a well-defined firewall configuration
policy ensuring the strictest possible ACLs are always in place. The
perimeter and DMZ firewalls are Cisco ASAs (Adaptive Security
Appliances).

All external communication with the Send Word Now application is
performed via secure means. Secure protocols supported by Send
Word Now include HTTPS (Hypertext Transfer Protocol Secure) and
SFTP (Secure File Transfer Protocol). For customer data submission,
Send Word Now also supports encrypted email using PGP (Pretty
Good Privacy).

Intrusion Dection/Protection

Send Word Now uses the Snort® Network Intrusion Detection System (NIDS) to monitor network traffic for
malicious or suspicious activity. NIDS are very important for not only detecting malicious attacks, but also for
catching activity that may be a prelude to an attack. NIDS are placed just behind the firewall in the DMZ and
just behind the firewall in the internal network. This provides full coverage of all traffic entering the DMZ from
the internet and then again from the DMZ into the internal network.
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Snort is an open source NIDS capable of performing packet logging and real-time traffic analysis on IP
networks. Snort monitoring is performed 24/7/365. Snort performs protocol analysis and content searching/
matching, and is used to passively detect a variety of attacks and probes, such as buffer overflows, stealth port
scans, web application attacks, SMB (server message block) probes, and OS (operating system) fingerprinting
attempts, amongst other features.

Application Hardening
All Web applications within the service are hardened to eliminate known classes of vulnerabilities to malicious

attacks. Classes against which Web applications are hardened include:

* backdoors and debug options
* buffer overflows ‘
e cookie poisoning ’
e cross-site scripting

* hidden field manipulation

o L

e null parameter exploitation

* parameter tampering

* stealth commanding

e third-party misconfigurations

Anti - Virus

Watching for malicious network traffic is reinforced with anti-virus to detect malicious '
programs and files. All Windows-based servers have anti-virus software installed and
regularly updated, and all systems are scanned regularly.

Logging

Send Word Now strongly believes that full logging is the cornerstone to providing the
greatest amount of transparency into all aspects of the system. This includes every aspect
of the infrastructure from the data center to the application itself. To achieve this end,
Send Word Now uses a product called Splunk to collect and aggregate available logs.
Splunk simplifies the collection and manipulation of logs, making searching, reviewing and
auditing very easy. Splunk also provides a means of non-repudiation.

User Authenitication

All user access to the Send Word Now service occurs over 128-bit encrypted (SSL)
connections. Globally unique usernames and passwords are used to protect user accounts,
customer administrator accounts, Send Word Now administrator accounts, and the
network elements, servers, and applications that comprise the Send Word Now Service.
Customer administrator accounts and passwords are established by a Send Word Now
Customer Support Manager (CSM). Customer administrators can change their own
passwords (as can Send Word Now Customer Support). Administrator passwords are

case sensitive and must conform to policies (complexity, reuse, expiration) established

by the customer administrator. Customer passwords are not validated client-side, and are
therefore not at risk for client-side eavesdropping/cracking.

i b

After successful authentication, an encrypted session token containing the username,
IP address, and user activity is generated and an account’s feature authorizations are
confirmed in the database. Each request must consistently return the session value and
the correct user information.

(800) 388-4796 « www.sendwordnow.com ¢ info@sendwordnow.com




send word now’

EVERY MESSAGE COUNTS™

Send Word Now offers a “Features by Account” model in which each account can have separate feature
authorizations, which customizes the account user interface to the customer’s preferences. It should be noted
that if the session/IP combination changes, the session is terminated. Each request must consistently return
the session value and the correct user information.

Whenever the user makes a request, the appropriate stored procedure checks whether the request is valid
according to the user’s role, the user’s entitlements, and the user’s rights to any pertinent data in the database.
In certain cases, a stored procedure may be invoked from the application without intervening middleware;

in other cases, the middleware may be passing information that is ultimately arbitrated by an SP (stored
procedure). At the DBMS (database management system) level, rights/associations between the user and key
data elements or between key data elements are typically enforced in a three-table, two-column format. So,
for instance, if there is a MEMBER table describing a user’s properties in detail, and a GROUP table describing
a group’s properties in detail, there is also a MEMBER-GROUP table that pairs the unique identifier for the
member with the unique identifier for the group. If there is no association, the member cannot see/retrieve or
modify any information associated with that group. If there is, the request is valid, and the system responds
with the pertinent information, enabling the user’s next action(s) as applicable.

Assuming the authenticating user is an account administrator, the administrator typically has full entitlement
within the account. (In unusual business cases, it is possible to reduce administrator entitlements for role-
based administration, but in Send Word Now, an administrator is, generically, a user with full privileges within
the account.)

If the user is not an administrator, there are a series of configurable entitlements, some assigned by the
administrator in real time, some that may be executed (again, less common business cases) by Send Word
Now Customer Support, for limited-privilege users. Such configurable entitlements may include sending alerts,
seeing/editing recipient contact information, seeing specific alerting groups, seeing groups/recipients from
multiple accounts, running reports, etc.

Vulnerability Assessment

The above techniques can all be categorized as passive observance of the environment for anything
suspicious. We do not stop there. Send Word Now actively looks for potential security weaknesses by
performing periodic scans of all devices that are part of the Send Word Now system. Scans are performed
using the Nessus® vulnerability scanner, and are run internally with unfettered access to all devices, providing
the clearest security assessment. Send Word Now also engages an independent third party to conduct an
annual unbiased review of our security measures. Third parties perform penetration testing on both the
infrastructure as well as the Send Word Now application. Additionally, many of our customers also perform
their own penetration testing. Many of the tests are performed using guidelines from the OWASP, Open Web
Application Security Project.

Security Management

All of the items mentioned above cannot be successfully orchestrated without well defined policies, processes
and procedure. As mentioned with several of the above topics, Send Word Now has well defined, documented
processes for a lot of the activities that are undertaken. All activities are performed to the same level of
integrity ensuring the best possible security and performance posture possible.

Another essential aspect for managing any infrastructure is controlling change. All additions and changes
performed to the Send Word Now system are reviewed and approved prior to being implemented. Reviews
are performed by peers and then approved by management. Change control limits the human element of the
environment and ensures that standard Send Word Now practices and procedures are adhered to.

The entire security posture of the organization is governed by the Send Word Now Information Security Policy.
The IS policy document provides the guidelines from which all other processes and procedures are based

on. This is a comprehensive document covering a range of topics from user training to device configuration
guidelines.
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